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Abstract
Recent advances in wireless sensor network (WS tel to many new promising application including
monitoring and target tracking. However data comication between nodes consumes a large portiomeifgy
consumption of wsn.Data aggregation can help tagedhe energy consumption by eliminating redundkata
travelling back to base station. In order to previdtegrity and to overcome from communication bead, we
propose data aggregation technique using fussg.ltgiphase 1 In its first phase, it performs ausig and cluster
head selection process. In Phase 2 we do the Destestimation. In phase 3 fuzzy logic technique wsed to

select the secure node members for data aggregation
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Introduction

A Wireless Sensor Network (WSN) typically
consists of a sink node sometimes referred to Base
Station and a number of small wireless sensor nades
base station is assumed to be secure with unlimited
available energy while the sensor nodes are asstoned
be unsecured with limited available energy. Theseen
nodes monitor a geographical area and collect sgnso
information. Sensory information is communicatedhe
Base Station through Wireless hop by hop transomissi
To conserve energy this information is aggregated a
intermediate sensor nodes by applying a suitable
aggregation function on the received data.

Aggregation reduces the amount of network
traffic which helps to reduce energy consumption on
sensor nodes. Usually in a sensor network thousdnd
sensor nodes are deployed for area monitoring. Mbst
them sense the environment and send the data tiatee
station and at base station and we have to conattliiee
information for the desired output. If we aggregtte
data before reaching the base station we can paltgnt
decrease the number of packets in the network saillve
have to send less number of packets to base statidn
that can save the energy of sensor nodes. Thess bfp
data aggregation are called In-Network data agdiaga
Where packets are combined before reaching the base
station. Elena Fosolo al. in [1] defines the inweak
aggregation process as follows: “In-network aggtiega
is the global process of gathering and routingrimfation
through a multi-hop network, processing data at
intermediate nodes with the objective of reducing

resource consumption (in particular energy), thgreb
increasing network lifetime.”

The remainder of this paper is organized as follows
section Il describes related work, section |l diszs
problem statement and solution, section IV deseribe
proposed work, section V describes results, sectdbn
describes conclusion.

Related Work

In energy-constrained sensor networks of large
size, it is inefficient for sensors to transmit tdata
directly to the sink. In such scenarios, sensors ca
transmit data to a local aggregator or cluster helaidh
aggregates data from all the sensors in its cluster
transmits the concise digest to the sink. ThisItesn
significant energy savings for the energy cons&ain
sensors. The cluster heads can communicate with the
sink directly via long range transmissions or nigping
through other cluster heads. Recently, severaltaus
based network organization and data aggregation
protocols have been proposed. In this section weuds
various clustering protocols.

Leach

LEACH [2] protocol is the first clustering
protocol. It provides a conception of round. LEACH
protocol runs with many rounds. Each round contains
two states: cluster setup state and steady statduster
setup state, it forms cluster in self-adaptive moide
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steady state, it transfers data. The time of sectei@ is
usually longer than the time of first state forisgvthe
protocol payload.

E-Leach

Fan el. Al. [2] proposes a new protocol Energy-
Leach which improves the CH selection procedurke Li
LEACH protocol, E-LEACH protocol also divided into
rounds, in the first round, every node has the same
probability to turn into CH, that mean nodes are
randomly selected as CHs, in the next rounds, the
residual energy of each node is different after muad
communication and taken into account for the silact
of the CHs. That mean nodes have more energy will
become a CHs rather than nodes with less energy.

TL-Leach

In the LEACH protocol CH collects the
information from cluster member nodes and after
aggregation sends the information directly to tlaeseb
station. CH might be located far away from the base
station in that case it would be more energy comsgm
to send the information directly to the base statmd
CH will die quickly than other nodes. A new versioh
LEACH called Two-level Leach has been proposed in
[3]. In this protocol; CH collects information from
cluster member and in spite of sending it to diyeloase
station it sends it to another CH that lie betwt#enCH
and BS as a relay station.

M-Leach

In LEACH CH sends the aggregated
information directly to the base station that isreno
energy consuming. In M-LEACH [4] multi-hop
communication is selected among CH. Then, according
to the selected optimal path, these CHs transntét ta
the corresponding CH which is nearest to BS. Hmall
this CH sends data to BS. M-LEACH protocol is altnos
the same as LEACH protocol, only makes
communication mode from single hop to multi-hop
between CHs and BS.

Problem Statement and Solution
The following are the problem that we come
across from previous work
» High communication overhead
e High complexity
» Consumes more bandwidth
* No proper method for minimizing the energy
consumed
* No discussion about collective resolution for
integrity and authentication.
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In this, we propose to design a secure data
aggregation algorithm. This algorithm consists of 3
phases. In phasel, the sensor nodes are grouped int
various clusters and each cluster has one elettistec
head. The cluster head initially estimates theadist
between each member and itself, by exchanging ¢gyol
discovery packets. In phase2, the cluster headiletéc
the distance between each member and also exchanged
the topology to discover the packets. Finally Fhezy
Logic is used to select the best nodes for aggagat
The Parameters like distance from each node through
cluster head as taken as input and fuzzy rulefoamged.

The rules are based on the output will be treatetha
best node and worst node. The best nodes are atggeg
with the cluster head ID, the data send to the btg®n.
The Cluster Head ID is mentioned like the nodestlaee
best node in the network. The Remaining Worst nodes
are eliminating in the network.

Proposed Work

This Paper detects the shortest path between the
neighbor nodes in the network to transmit the epargl
improve the network life time of the network using
Fuzzy Logic. It includes three phases to improve th
network performance.

Phase 1: Cluster head selection process
Each node decided based on a formula whethertdono
become a CH for the current round.

Tnj=__ P~
1-Px(rmodP?Y

T(n)=0

VYneG

VneG

Wherenis a random numberbetween 0and 1
P is the cluster-head probabilityand
G is the set of nodesthat weren’tcluster-headsthe previous rounds

Where variable p allow us to decide the desired
percentage of CH node in the sensor populatios,tihe
current round number and G is the set of nodeshivas
not been CHs in the last 1/p rounds. Now each made
to choose a random number “T” between 0 and thdf t
random number is less than the calculate threstiloisl,
node will be a good candidate. After this, eachentizit
is elected as a CH will send a broadcast message
advertising all nodes

Phase 2. Neighbour Identification and identificatio
of distance between the CH using dijkstra's

Network nodes are represented by the vertices
and also direct connectivity between the nodesHhey t
edges. Sensor nodes are maximum flow from one twde
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the other node to calculate the distance. The Nurob
vertices are connected to the source node in aonkets
called its neighbor node and the number of edgestsr
size. Two or more edges of a network joining thmea
pair of vertices are called multiple edges and
corresponding network is known as multipath network
The distance between the CH is calculated using
the following algorithm, the code u ;= vertex Qrwith
smallest dist[], searches for the verteix the vertex
setQthat has the least disf[value. That vertex is
removed from the s&and returned to the
user. dist_betweenu(v) calculates the length between
the two neighbor-nodasandv. The variablealt is the
length of the path from the root node to the neaghb
nodev if it were to go throughi. If this path is shorter
than the current shortest path recordedvfdhat current
path is replaced with thedt path. The previous array is
populated with a pointer to the "next-hop" nodetbae
source to get the shortest route to the source.
1 function DijkstraGraph, sourcé:

2 for eachvertexvin Graph // Initializations

3 disty] = infinity; /I Mark distances from
source to v as not yet computed

4 visitedf] := false; /I Mark all nodes as
unvisited

5 previous{ :=undefined; // Previous node in
optimal path from source

6 end for

8 dist fourcg:= 0; /I Distance from source to
itself is zero

9 insersourceinto Q; /I Start off with the source
node

10 while Qis notempty: // the main loop

11 u: = vertex inQ with smallest distance in dist []
and has not been visited,;

12 remove from Q;

13 visitedj]:= true /l mark this node as visited
14 for each neighborv of u;

15 alt: = dist[u] + dist_between(, v); I
accumulate shortest dist from source

16 if alt < distjv]:

17 dist]:= alt; /I keep the shortest dist
from srctov

18 previougf:= u;

19 if! visited|v]:

20 insevtinto Q;  // Add unvisited v into
the Q to be processed

21 end if

22 end if

23 end for

24 end while

25 return dist;
26 endfunction
26 endfunction
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Phase 3. Fuzzy Logic
The degree of the input fundamental steps and

condition of fuzzy logic are strong-minded. On thasis

of the rule is gritty. The results are acquiredrgvazzy
rules are multiple together with single overall ulés
The fuzzy sets of A with a membership function of X
rules are determined. Antecedent 1 and 2 are theHe
consequent are high.

Distance (D) = { [BN, a], [WN, b] }

Where,

a-Fuzzy set membership grade Best Node in Cluster |
with distance calculation

b-Fuzzy set membership grade Worst Node in CluBter
with distance calculation

Power Consumed (P)={ [BN, c], [WN, d] }

Where,

c-Fuzzy set membership grade Best Node in Clufier |
with energy consumption

d-Fuzzy set membership grade Worst Node in CluBter
with energy consumption

Results

Figure below shows the network throughput in
secured data aggregation using Fuzzy Lagi€luster-
Based wireless sensor Network
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Conclusion

Our technique consists of three phases. In the
first phase, the network is divided into clustefhe
sensor nodes with the higher signal strength dextsel
as cluster head. In the second phase, using digstr
algorithm the distance between the nodes and tisecl
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head is calculated. Also the energy consumed by the
member nodes in each cluster is determined. These
parameters: distance, energy consumed value of the
sensor nodes are used to determine if the sengercan

be used for data aggregation. In the third phaseuse
fuzzy logic to select the best node. Finally thgragated
data is transferred by each cluster head to the Simce

the values of malicious and faulty sensors are not
aggregated, secure data aggregation is ensuretlein t
wireless sensor network. We conclude that  our
technique has improved throughput with reduced giack
drop and less energy consumption
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